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Abstract—Sink mobility has attracted much research interests in
Wireless Sensor Networks (WSNs), because it could provide
energy saving and reduce latency during data collection.
However, the mobile sink node is still a single point of failure in
many WSNs applications, thus needs to be particularly protected
against adversaries. We propose in this paper a moving strategy
for the mobile sink which prevents tracking or detecting on it by
adversaries during its data collection phase around the sensor
field. Our moving strategy aims to selecting a trajectory for
mobile sink node, which minimizes the total number of message
communication from all static sensor nodes to the mobile sink
node (including multi-hop relaying) and thereby reducing the
possibility of being detected by the adversaries. We also employed
a routing protocol on sensor nodes to forward the data to mobile
sink node with shortest-path. Four strategies are evaluated in our
simulation and the performance results show that our moving
strategy we proposed achieves best goal and adapts well to the
different deployment patterns.

redundant transmission in the network. Therefore, it is critical to
reduce the number of message communication to the mobile
sink nodes.
To reduce the chance of being detected, we propose an antidetection moving strategy for mobile sink nodes. According to
our anti-detection schema, a mobile sink node can traverse
through the WSN doing data collection with lower chance to be
detected or tracked. We especially address how to hide the
whole sensor network against the adversaries’ detection by
reducing the message communication during the data collection
process. Furthermore, we employ a routing protocol on sensor
nodes to forward the data to mobile sink node based on
shortest-path. The paper is organized as follows: In section II,
priori mobility models for mobile sink nodes are presented.
Section III gives our problem statement with an analytical
analysis. Our moving strategy for mobile sink nodes is
presented in Section IV. Section V provides the simulations and
the simulation results. Finally, Section VI concludes the paper.
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I.
INTRODUCTION
Wireless sensor networks (WSNs) are composed of a large
number of static nodes with sensing and communication
capabilities. Recently, it is point out in [1][11], that using
mobile nodes can balance the workload of the nodes in the
network for data gathering process, and thereby prolong the
network lifetime to a great extent. Using mobile nodes is also a
way to enhance the connectivity in disconnected or sparse
networks [6]. Furthermore, mobile nodes can be used for
enabling other network functionalities such as energy
replenishment [4][14], coverage repair [17], and localization
[15].
Due to the additional cost on mechanical components, a
mobile sensor node is much expensive than static sensor nodes.
Therefore, in many WSN applications, a large number of lowcost static sensor nodes are deployed while only a few mobile
sink nodes are employed to collect data. Related to its particular
roles in a WSN, a mobile sink node interests the adversary
much more than static nodes. First, due to the high privilege of
the sink node, the enemy system and compromised nodes will
try to tracking on the mobile sink node [19]. Unfortunately, this
threat has been neglected by most of the moving schema for the
mobile sink node, which only focus on load balance. Some
algorithms even make the sink node visit every sensor node
deployed in the field. Such moving strategies make the
detection on mobile sink node easier to adversaries. Second,
the hostile node would be able to decode the package content
once it detects the packets transmitted in its detection range. In
[7], ZigZag, a new 802.11 receiver, was proposed to combat
hidden terminals which could be easily used to improve the
decode capability of a hostile and help to detect the mobile sink
nodes through a number of received messages. In [9][10], the
authors proposed a detection model to find the base station in
the network topology using traffic analysis. Most of detection
methods are based on the large amount of message relay or

II.

RELATED WORK

The behaviors of mobile sink nodes have been investigated
in some previous works. In our opinion, these works can be
divided into three types: random, fixed, and adaptive strategy.
Random mobility, in [13][16], assuming all nodes are
mobile, has proved that in some case it can improve the data
capacity and throughput dramatically. However, absolute
random walk for the WSNs is not suitable, since such moving
behavior is unaware of potentially threatens like tracking or
traffic analysis. Furthermore, another critical problem is that the
worst-case latency of data transmission for random mobility
cannot be bounded, which may require excessive data caching
or bring high data drop rate.
For fixed mobility, in [2][3], the authors designed a system
in which the mobile node traversed followed a fixed route. Such
mobility has shown that it can reduce the communication
energy consumption at the energy constrained nodes, and
thereby increase useful network life. Contrary to the random
mobility, the constraints of such moving behavior is too tight,
thus it lacks flexibility and scalability. Once the network is
transplanted to other circumstances, the moving path has to be
redesigned. In addition, more complex path planning is
researched in [1]. The authors designed a path planning
algorithm to make the mobile device visit every sensor node.
Although, such mobility can save much energy of the network
with making most of the communications to become one-hop
transmission, the network will suffer from severe latency due to
the fact that the transmission rate is much faster than the
moving speed of mobile devices. Especially, this problem will
be aggravated with the size of the network scaling up. Another
problem for such fixed path mobility is that it is very easy for
the adversary nodes to track and detect the mobile sink node.
Moreover, a visit-all-nodes path is much more vulnerable, since
the hostile devices have lots of chances to detect and
compromise the mobile node.
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Adaptive mobility, which is also called autonomous moving
strategy in some work, attracts more researches these years. In
[12], the author had proved that finding an optimal moving
position for the mobile sink nodes is an NP-hard problem. Also,
the author proposed a heuristic algorithm to determine the
direction and distance of moving. In [20], the author designed
an autonomous moving strategy for the mobile sink node
according to the residual energy of the static nodes, which is
used to balance the network workload and thereby prolong the
life of the network. However, most researches of such moving
behavior is based on the event-driven application, such as
detecting unbalanced network workload, targets moving or
excessive energy consumption. None of them are used to
enhance the security of the mobile sink or the static nodes.
III.

moving distance of the mobile sink node is a predefined
constant.

PROBLEM STATEMENT

We assume the whole network is composed by a large number of battery-powered static sensor nodes and a high-powered
mobile sink node. These static nodes are deployed in a squareshaped field. They constitute a dense, connected, multi-hop
WSN. They harvest data from the area of interest covered by
the network. The mobile sink node is responsible for collecting
date from the static nodes. Both the sink node and the static
nodes know their locations by GPS equipment or other selfconfigured localization algorithms [5]. Each static node sends
their data to the sink node in a multi-hop manner.
To achieve the data collection task, the mobile sink node
enters the sensor field at point S and leaves the sensor field at
point D. The mobile sensor nodes are deployed by a terrain
vehicle, but not a plane or a helicopter, thus S and D are located
on the board of the sensor field. The traverse problem is defined
as follow:
Definition 1: An object traverses through a field F on Axis
i, if the projection of its trajectory on i equals to the projection
of all points in F on i.
Definition 2: An object completely traverses through a field
F, if it traverses through F on all F’s dimensions.
According to the Definition 1, for a mobile sink node, S and
D should locate on opposite edge of the square. To combat
tracking algorithms aiming at sink node, the mobile sink cannot
visit every static node in the field. The moving distance of such
algorithms has no up-bound, which could give the adversaries
infinite chance to track or attack. Therefore, from Definition 1
we further give a constraint on the mobility of sink node.
Definition 3: An object traverses “forward” through a field
F on Axis i, if the projection of its trajectory on i has no
overlap.
We give an example of traverse which doesn’t meet the
constraint in Figure 1. The trajectory of a mobile sink have an
overlap between two dotted line on axis i. Thus, it doesn’t meet
the constraint.
Definition 4: An object completely traverses “forward”
through a field F, if it traverses “forward” through F on all F’s
dimensions.
We consider a two dimension sensor field. Therefore, the
mobile sink node traverses “forward” through the field on Axis
x and y. In addition, for the data collection, the mobile sink
node traverses in a move-stop manner. Between each two
motions, the mobile sink node sojourns to make a moving
decision while collecting data. For simplicity, we assume the

Figure 1. The projection of a traverse path on axis i has an overlap.

According to the Definition 4, we give our problem
statement:
Problem 1: Find a trajectory for the mobile sink when it
traverses “forward” through the sensor field, to minimize the
possibility that the sensor network is detected by the
adversaries.
Let us now, give some assumptions on adversary’s detection.
We assume that several adversary nodes are deployed randomly
in the field to detect the message transmission of the covered
field. And each static node is under detection of at least one
adversary node. Thus each transmission will be detected by
enemy with a probability . Therefore, the probability that
none packet is detected is:
1
(1)
where indicates the transmission occurred in the field. To
combat detection of adversary nodes, we should maximize this
probability which is related to and . However, in (1) is
related to the density of the adversary nodes, both of which we
cannot control. Thus, we can only increase the probability by
reducing the message transmitted (including multi-hop relaying)
in the sensor field.
Here, we convert Problem 1 to Problem 2 according to the
detection model.
Problem 2: Find a trajectory for the mobile sink when it
traverses “forward” through the sensor field, to minimize the
message communication in the sensor field.
Thus the goal of our anti-detection schema is to find a path for
the mobile sink node to reduce under the moving constraints.
IV.

ANTI-DETECTION SCHEMA

We propose here Traverse Forward Through (TFT) moving
strategy to reduce the number of message communication
during the data collection phase, as to provide protection to the
sensor network against detection. Our moving strategy makes
the mobile sink node traverse “forward” through the field
composed by static nodes in a move-stop manner. Before the
sink node starts to move, the static nodes carry out a neighbor
discovery process first. The discovery process aims at building
the neighbor list for each static node. During the process of
neighbor discovery, each static node broadcasts a message
containing its ID and physical position. We assume that the
transmission rate among the static nodes is much faster than the
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moving speed of mobile sink node. Thus the neighbor discovery
phase is able to finish before the mobile sink node start to move.
Once the static node is connected with the mobile sink
during its data collection process, it then uploads the neighbor
information including the ID and the position to the mobile sink
to help it to make moving decision based on the position
information. The mobile sink node sets up a position coordinate
system with the sojourn position as the origin and divides the
coordinate system into four quadrants, as shown in Figure 3.
Mobile sink node should select its next position in Quadrant IV
according to the previous Definition 4. It also means the mobile
sink node moves always towards this quadrant. The positions of
all static nodes in the quadrant I, III and IV out of the
communication range of mobile sink node are taken into
account in the decision of next moving direction for mobile sink
node. The static nodes in the quadrant II and those nodes that
are one hop from the mobile sink node have no effect on the
mobile sink node. That is because the number of their message
communication to the mobile sink node cannot be further
reduced in its next move.
In Figure 2, given a certain point B(x, y) on the arc of
quadrant IV, the Euclidean distance between the point and one
static node
is
,
(2)
Thus, the routing path length (in hops) l from to B is
approximately linear to d, l kd, due to the assumption of a
shortest path routing protocol[11]. Suppose the candidate nodes
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When the moving distance
is much smaller than the
distance between the static nodes and the mobile sink node
(since when the mobile sink node make moving decision, it
overlooks the static nodes in its transmission range), (10) can be
converted to
tan η
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where |µ | is the norm of the vector from the coordinate of
mobile sink node to the coordinate of the static node
.
,
is just the moving direction.

Figure 2. During one sojourn time of the mobile sink node, the sink node
divides the square field into four quadrants. The candidate nodes calculate the
distance to the point(x, y)

are
, ,···,
, thus the summation of the Euclidean
distance of all the candidate nodes is
∑
∑
,
(3)
Since the total number of message communication is
proportion to
, , the problem is converted to calculate
the minimum value of
, .
,
Subject to

∑

(4)
(5)

Replace

0,
0
in (4) with equation (5):

However, this solution is a stationary point, which means it
might be a maximal extremum or a minimal extremum. From
the curve diagram of
when x is between 0 and R, we find
that there are three extremum: (R, 0), (0, R) and
R cos η , Rsin η . If there are more static nodes in the quadrant
I or III, the minimal extremum is (R, 0) or (0, R) and is
maximal extremum. In contrast, if there are more static nodes in
the quadrant IV, is minimal extremum, i.e. the local optimal
moving direction.
To summarize, the mobile sink node takes into account the
distance between the next sojourn point and other static sensor
nodes to compute moving direction in every sojourn time when
it traverses through the static network. To make the optimal
direction between each two motions, the mobile sink node sets
up a coordinate system with the current position as the origin
and divides the system into four quadrants. According to
forward rules, only the static nodes out of its transmission range
in the quadrant I, III and IV have impacts on the moving
direction. As a result, if the candidate nodes in the quadrant I or
III are more than the other two, the mobile sink moves along the
x-axis or y-axis. Otherwise, the mobile sink node uses equation
(11) to calculate the optimal direction. The mobile sink node
uses this moving strategy until it reaches the destination.
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V.

PERFORMNCE EVALUATION

In this section we present the experimental performance
results of our proposed anti-detection schema. We set up a
200m by 200m square shaped field and deploy 1 mobile sink
node and 100, 150, 200, 250 and 300 static nodes respectively.
The transmission radius of the static node is set at r=25m to
ensure node connectivity with high probability at each of the
above node density. The radius of the mobile sink node is set at
r = 25m. The mobile sink node traverses through the field from
position (0, 0) to (200, 200) using the moving strategy
mentioned above.
To test the effectiveness and reliability of our moving
strategy, we try different deployment of the static nodes. First is
uniform deployment over the whole field. Second is
asymmetrical random deployment, which is deploying 3/4 static
nodes in the half part of the field, as shown in Figure 3.

simulation, we found that the moving path we obtained is
between the diagonal line and the bottom and right boundary of
the square field. This result indicates the validity of the
principle of our moving strategy that traversing through the
field where the nodes are denser protects better the sensor
network. Figure 6 indicates that when most static nodes are
deployed in the bottom part of the square field our moving
strategy still achieve the best results among all moving
strategies.
From the simulation results above, we proved that our
moving strategy is the best among the four moving strategies.
When the deployment of the static nodes is asymmetrical, the
average improvement, compared with the diagonal moving,
reaches about 20%. And the overall improvement, compared
with the random walk and peripheral moving, is about 15% and
30% respectively. The simulation results also indicate that our
moving strategy has the ability to “recognize” the deployment
pattern and to adapt the moving path.
VI.

(a)

(b)

(c)
Figure 3. Different deployment of the static nodes: a). Uniform deployment
over the whole filed; b). Most of the nodes deployed under the line y=x; c).
Most of the of the nodes in the bottom field

We also implemented three other traverse paths to be
compared with ours. The first moving strategy is random walk
but still following the traverse constraints that the direction of
moving is limited in the moving quadrant mentioned in section
IV. The second moving strategy is traverse from (0, 0) to (200,
200) straightly, which is called diagonal move. The last strategy
is traverse peripherally along the square field. The criterion of
evaluation is the total number of the message communication of
all static nodes . It is worth noting that the minimum leads
to minimum detection probability that the mobile sink node is
detected by adversaries

CONCLUSION

In this paper, we propose an anti-detection moving strategy
called TFT moving strategy for mobile sink node while
achieving the data collection task. Different from other works
on node mobility in WSNs, our goal is to reduce the possibility
of detection on the sensor network and to protect the mobile
sink against tracking. The mobile sink node uses greedy
algorithm to choose an optimal direction during each sojourn
time between two motions.
We have compared the random moving strategy, a fix
diagonal traverse strategy, a peripheral moving strategy and our
TFT moving strategy via simulation. The results show that our
moving strategy achieves the smallest number of message
communication among all moving strategies in different
deployment pattern. It also provides the best adaptability than
the other three moving strategies.
In terms of future work, we intend to study the sensitivity of
the moving strategy to the density of the static node and the size
of the whole networks to further evaluation the adaptability of
our schema on the deployment pattern. We will also explore
how a set of mobile sink nodes can be coordinated to further
reduce the package transmission in the whole network and
combat the detection of adversaries.

From the results showed in Figure 4, we can find that our
moving strategy out-performs other moving strategies when
sensor nodes are uniformly deployed over the whole field. The
total number of the message communication of our moving
strategy is nearly 30% less than the peripheral moving or
random walk. However, the advantage of our moving strategy
over the diagonal moving is slight. That is because when the
static nodes are deployed uniformly in the field, the theoretic
optimal path is the diagonal line. Thus, the results of two
simulations are very similar.
However the gain of our schema over diagonal moving can
be easily identified under asymmetrical deployment. Figure 5
shows that our moving strategy is better than three comparing
moving strategy when most of the static nodes are deployed in
the right-bottom part of the square field. From the diagram of

Figure 4. The simulation results of the four moving strategy when the static
nodes are deployed uniformly. LHC moving strategy is the strategy proposed
in section III.
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Figure 5. The simulation results of the four moving strategy when most of
the static nodes are deployed under the line y = x.
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Figure 6. The simulation results of the four moving strategy when most of
the static nodes are deployed in the bottom part of the field.
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